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Abstract

Cloud computing provides many services
and also convenient ways of data sharing.
Data in the cloud can be accessed by an
individual or shared among the group and
since the data often contains valuable
information, security of the data plays a
crucial role. Several security mechanisms
have been proposed for secure data sharing
.This  paper reviews some security
mechanism which is Identity-based (ID-
based) ring signature with user revocation.
Ring signature is a promising candidate to
construct an anonymous and authentic data
sharing system. It allows a data owner to
anonymously authenticate his data which
can be put into the cloud for storage or
analysis purpose. Yet the costly certificate
verification in the traditional public key
infrastructure (PKI) setting becomes a
bottleneck for this solution to be scalable.
Identity-based (ID-based) ring signature,
which eliminates the process of certificate

verification, can be used instead. our

proposed scheme can achieve fine-grained
access control, upon compromised of key of
a data owner, he uses forward security
mechanism which validates the past
signature even if the current secret key is
compromised, any user in the same group
can use the source in the cloud and revoked
users cannot access the cloud again after
they are revoked.

Keywords: Cloud computing, fine-grained
access control, dynamic groups, data

sharing, revoked users

l. INTRODUCTION

Cloud computing is mainly used for
resource sharing and with very low
maintenance. The cloud service providers
(CSPs), such as Amazon, are able to provide
a various services to cloud users with the
help of powerful various datacenters. Cloud
Providers provides a fundamental service is
data storage (Storage as-a service). An

organization allows its group members in
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the same group to store and share files in the
cloud. By utilizing the cloud, the group
members can be completely released from
its local data storage and maintenance. A
significant risk arises in confidentiality of
those stored files. So, the users are not fully
trusted the cloud servers operated by cloud
provider while sensitive data stored in the
cloud. To preserve data privacy and
confidentiality, a basic solution is to encrypt
data files, and then upload the encrypted
data into the cloud.

Not only content confidentiality but
also fine-grained access control must be
guaranteed in cloud computing
environments. To realize fine-grained access
control, the traditional schemes either cause
high key management overhead, or require
encrypting multiple copies of the content
with different users’ keys [1]. The emerging
trend in utilizing the services of cloud is
sharing of data. The data especially sensitive
data which is outsourced to the cloud, poses
many challenges such as data security and
data access control. Data which is to be
outsourced is encrypted and stored on the
cloud; any user who wants to access the data
should decrypt the data. This paper presents
various recent approaches in sharing of data

as well as revocation techniques.

Data sharing with a large number of
participants must take into account several
issues, including efficiency, data integrity
and privacy of data owner. Ring signature is
a promising candidate to construct an
anonymous and authentic data sharing
system. It allows a data owner to
anonymously authenticate his data which
can be put into the cloud for storage or
analysis purpose. In this paper, we further
enhance the security of ID-based ring
signature with user revocation system. In
that PKG (Private Key Generator) can
generate Private Key for all users who are
registered in this system as well as PKG can
revoked the wusers whose keys are
compromised. Once these users are revoked
by PKG then revoked users can not access
the existing and future data files from Cloud
Server. Due to which we can achieve fine-
grained access control over Encrypted Data
of Cloud Server.

2. RELATED WORK:

An “Identity-based ring signature”, an
efficient solution on applications requiring
data authenticity and anonymity ldentity-
based (ID-based) cryptosystem, introduced
by Shamir [2], eliminated the need for
verifying the wvalidity of public key

certificates, the management of which is
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both time and cost consuming. In an ID-
based cryptosystem, the public key of each
user is easily computable from a string
corresponding to this user’s publicly known
identity (e.g., an email address, a residential
address, etc.). A private key generator
(PKG) then computes private keys from its
master secret for users. Ring signature is a
group-oriented  signature with  privacy
protection on signature producer. A user can
sign anonymously on behalf of a group on
his own choice, while group members can
be totally unaware of being conscripted in
the group. Any verifier can be convinced
that a message has been signed by one of the
members in this group (also called the
Rings), but the actual identity of the signer
is hidden. Ring signatures could be used for
whistle blowing [3], anonymous
membership authentication for ad hoc
groups [4] and many other applications
which do not want complicated group
formation stage but require  signer
anonymity.

To support multiple user data operation,
Wanget al. [5] proposed a data integrity
based on ring signature. In the scheme, the
user revocation problem is not considered
and the auditing cost is linear to the group

size and data size. To further enhance the

previous scheme and support group user
revocation, Wang et al. [6] designed a
scheme based on proxy re-signatures.
However, the scheme assumed that the
private and authenticated channels exist
between each pair of entities and there is no
collusion among them. Also, the auditing
cost of the scheme is linear to the group size.
Another attempt to improve the previous
scheme and make the scheme efficient,
scalable and collusion resistant is Yuan and
Yu [7], who designed a dynamic public
integrity auditing scheme with group user
revocation. The authors  designed
polynomial authentication tags and adopt
proxy tag update techniques in their scheme,
which make their scheme support public
checking and efficient user revocation.
However, in their scheme, the authors do not
consider the data secrecy of group users.

Chaum and van Heyst [8] first introduced
the concept of group signatures. In general,
a group signature scheme allows any
member of the group to sign messages while
keeping the identity secret from verifiers.
The variant of the short group signature
scheme [9] will be used to achieve
anonymous access control, as it supports
efficient member-ship revocation. A number

of revocation mechanisms for group
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signatures have been described. All these
mechanisms can be applied to the system.
The Revocation Authority (RA) publishes a
Revocation List (RL) containing the private
keys of all revoked users. Consequently the
Revocation List can be derived directly from
the private keys of revoked users. The list
RL is given to all signers and verifiers in the
system. It is used to update the group public
key used to verify signatures. The given RL,
anyone can compute this new public key,
and any unrevoked user can update her
private key locally so that it is well formed
with respect to this new public key. Revoked

users are unable to do so.
3. SYSTEM METHODOLOGY:
3.1 System Architecture:

Cloud Storage Server
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Figure: 1 System Architecture
As illustrated in figure 1, the system

architecture consists of three different

entities: the

Group Users or Group User, PKG, and
Revoked Users.

Group Users or Group User:

In Proposed System Users can register with
different Groups and after registration PKG
(Private Key Generator) can be generate
Private Key for them. Once the users
authenticated then they can signing the files
(Encrypting) with the same group users and
upload into cloud storage server for data
sharing. In the same group users can verify
the signature and downloaded the files
(Decrypting) if Valid. As well as they can
send a request to PKG for key updations.
Private Key Generator (PKG):

In this System PKG can generate Private
Keys for users and updated the keys also. As
well as PKG can revoke the users.

Revoked Users:

Here Revoked Users can not accessing the
data files from Cloud Storage Server, due to
which we can achieve fine-grained access
control over Cloud Storage Server.

Cloud Storage Server:

The cloud storage server, maintained by the
cloud service providers, provides storage
space for storing data files in a pay-as-you-

go manner.
4. SECURITY MODEL
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An Identity-based (ID-based) ring signature
with user revocation scheme which typically
involves two entities, PKG and users
(including sender and receiver) is consisted
of the following algorithm

Setup:

On input an unary string 1A where A is a
security parameter, the algorithm outputs a
master secret key msk for the third party
PKG (Private Key Generator) and a list of
system parameters param that includes A and
the descriptions of a user secret key space D,
a message space M as well as a signature
space V.

Extract:

On input a list param of system parameters,
an identity IDi 2 fO; 1g= for a user and the
master secret key msk, the algorithm outputs
the user’s secret key ski;0 2 D such that the
secret key is valid for time t = 0. In this
paper, we denote time as non-negative
integers. When we say identity IDi
corresponds to user secret key ski;0 or vice
versa, we mean the pair (IDi; ski;0) is an
input-output pair of Extract with respect to
param and msk.

Update:

On input a user secret key ski;t for a time
period t, the algorithm outputs a new user

secret key ski;t+1 for the time period t + 1.

On input a list param of system parameters,
a time period t, a group size n of length
polynomial in A, a set L = fIDi 2 f0; 1g*ji 2
[1; n]g of n user identities, a message m 2
M, and a secret key skm;t 2 D; w 2 [1; n] for
time period t, the algorithm outputs a

signature ¢ 2 'P.

On input a list param of system parameters,
a time period t, a group size n of length
polynomial in A, a set L = {IDi € {0; 1} * | |
€ [1.n]}of n user identities, a message m 2
M, a signature ¢ 2 \V, it outputs either valid
or invalid.

User Revocation:

On Input a User ID and PKG can revoke the
users with the help of user ID. When user
has revoked by PKG then user account
status can change as from normal to revoke
like IDi - {0, 1}. When revoked users
wants to accessing the storage files from
CSS, then first CSS can check the
revocation list for providing the storage files
and if any user is exist in revocation list then
CSS can denied for accessing the storage

files.
5. CONCLUSION:
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Data sharing has become prominent in the
current day scenario; therefore much
importance is given to the security of data
stored in the cloud. Since the data is
dynamic, many security and access control
schemes are proposed, in this paper, few
recent approaches in data security and also
some access control mechanisms for
revoked users have been presented.
Moreover, our scheme can achieve secure
user revocation; the revoked users can not
be able to get the original data files once
they are revoked even if they conspire with

the un-trusted cloud.
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