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ABSTRACT─  

Cell phones are getting to be obviously 

expanding smart and handsets are developing 

always like PCs in usefulness. And security 

issues are becoming challenge day by day. So 

different security features are added in any 

smart phone. The fundamental motivation 

behind a Mobile security initiative is to shield 

clients and their gadgets from potential 

mischief delivered by pernicious applications, 

false sends, or phishing URLs. Portable 

Security has turned into a critical part of 

ensuring touchy information and data. 

Malignant assaults once centered around PC's 

have now moved to cell phones and 

applications. Mobile creators know about this 

reality and are putting intensely in security. 

The ideal Mobile security item does not yet 

exist. In this paper, we are talking about the 

mobile versions and their highlights, security 

challenges, working frameworks of the  

 

mobiles. This paper is the next version 

of our earlier base paper on mobile security 

and discusses more advanced security features 

in Android and also focuses lights on the other 

security features of different smart phones 

available in the market.  

1. INTRODUCTION 

As the quantity of cell phones expands each 

year, the possibility of portable security turns 

out to be more essential than any other time in 

recent memory. Mobile security is the 

insurance of convenient gadgets, for example, 

cell phones, brilliant watches, and tablets from 

dangers and vulnerabilities. Individuals are 

presently ordinarily utilizing cell phones for 

errands that include arranged information like 

Visa numbers, government managed savings 

numbers, and imperative keeping money data. 

As per the Federal Reserve, 39% of all cell 
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phone clients are utilizing web based managing 

an account, up from 29% out of 2012. This 

makes a bigger focus for programmers and a 

bigger accumulation of private information to 

be stolen. 

The take-up of cell phones, tablets, and now, 

wearable's has driven new methods for 

conveying. It has additionally affected how we 

purchase items, changed how we bank and pay 

with Mobile keeping money and portable 

installment arrangements, and changed the way 

we collaborate with brands. In reality, it has 

made a whole industry with the application 

economy. Also, the utilization of individual 

gadgets for proficient use has additionally 

supported the utilization of cell phones in 

regular day to day existence. Governments, as 

well, are profiting by the portable upset, 

outlined by the development of new Mobile ID 

activities, for example, computerized driving 

licenses in the USA. Mobile applications have 

all of a sudden turned into the principle way 

we draw in with the world. However, this 

progression change is joined by developing 

portable security dangers. Cell phones are 

ending up progressively important, and 

programmers are moving to assault 

increasingly Mobile applications containing 

significant information. As per Kaspersky Lab, 

the volume of malware focusing on cell phones 

developed more than triple in 2015, more than 

2014. It is essential that enterprises and 

governments execute programming based 

portable security arrangements that ensure their 

online assets and their IPs, and additionally 

clients' private information and individual 

advanced IDs. Inside those ventures and 

governments, application engineers must: 

Maximize client reach while guaranteeing the 

best assurance for gadgets lacking equipment 

based security highlights, for example, SEs. 

Address the absence of control of cell phones 

in the field and how they are utilized. 

Guarantee client accommodation with 

validation arrangements that work for 

everybody helpfully, without meddling with 

the client encounter. 

2. PRESENT VERSIONS 

2.1 Smartphone Estimation by OS 

 

2.2 Latest Versions of OS 
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Android - Android 8.0 called as Oreo 

Windows OS - Windows Phone OS 8.0 

BlackBerry Secure - BlackBerry 10 OS latest 

Version 10.3.2 

Color OS -  Color OS 3.1 (used in OnePlus 

mobiles) 

Cyanogen Mod - CyanogenMod14.1 (used in 

Samsung Galaxy S5 and Zen Phone 2) 

Flyme OS - Flyme 6.7.4.11G beta (used in M3 

Note) 

HTC Sense - Sense 7.0 was announced at the 

Mobile World Congress on March 1, 2015 

alongside the HTC One M9. It is based on 

Android 5.0 "Lollipop", 

Indus OS - Indus OS 2.0 (Used in Micromax 

Unite 4 Plus)  

Oxygen OS - Oxygen OS is 4.5.10 (Used in 

One Plus 5) 

Sailfish OS - Sailfish OS v2.1.1.26 (Used in 

Jolla Tablet & SmartPhone) 

3. DIFFERENT MOBILE OPERATING 

SYSTEMS WITH SECURITY FEATURES 

3.1 Windows 

Microsoft’s Windows Phone 7 is a nearly 

entire rewrite of its business enterprise-targeted 

predecessor. The running system only 

functions constrained tool control talents built 

into Microsoft Exchange. Still, Windows 

Phone 7's chance panorama is low, given its 

restricted marketplace percentage and 

relatively current entry into the cell tool area, 

affording it some protection thru obscurity. 

3.1.1 Windows Phone Security Features 

Facial Recognition 

Facial popularity uses unique IR cameras to 

reliably tell the difference between a picture or 

test and a residing man or woman. Several 

vendors are delivery outside cameras that 

contain this generation, and most important 

producers are already delivery laptops with 

included facial-recognition technology. Both 

Surface Pro 4 and Surface Book help this era. 

Fingerprint Recognition 

Fingerprint recognition uses a sensor to 

experiment the user’s fingerprint. Although 

fingerprint readers have been to be had for 

computers running the Windows working 

device for years, the detection, anti-spoofing, 

and recognition algorithms in Windows 10 are 

extra superior than in preceding Windows 

versions. Most present fingerprint readers 
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(whether outside to or integrated into laptops 

or USB keyboards) that aid the Windows 

Biometric Framework will design with 

Windows Hello. 

 

Iris Scanning 

Iris scanning makes use of cameras designed to 

test the person’s iris, the colorful and 

exceptionally unique part of the eye. Because 

the statistics should be correct, iris scanning 

uses an aggregate of an IR light source and a 

amazing digital camera. Microsoft Lumia 950 

and 950 XL devices assist this technology. 

3.2 Android 

Google’s Android platform earns low grades 

for mobile device security. Like iOS, Android 

background is in purchaser devices. 

Unfortunately, employer-grade security 

functions are slow in coming. The openness of 

Android offers users a choice of not simplest a 

couple of software store alternatives, which 

includes from Google and Amazon, but also 

the choice to side load third party applications 

at once to their devices through a USB 

connection. This openness offers purchasers 

lots of options; however it additionally will 

increase the risk of malware contamination and 

significantly increases the threat landscape for 

Android devices. In fact, Google has had to 

eliminate more than one suspicious application 

from its Android Market app shop.  

3.2.1Android Security Features 

The following functions and offerings are to be 

had to almost every Android device without 

third-party software program or offerings. As 

we stated in our Lifehacker Pack, Lookout is a 

tremendous safety suite on top of what is 

already built in, however even if you do not 

need to put in extra software program, the 

subsequent are the maximum simple security 

measures: 

1. Track Your Device with Android 

Device Manager 

2. Enable Two-Factor Authentication 

3. Encrypt Your Phone 

4. Lock Your Screen 

5. Add owner Info to your Lock screen 

 

3.3 IPhone 

 

Apple's iPhone with its iOS four operating 

machine. After several iterations of both the 

iPhone and iOS, Apple now includes complete-

block, document-level hardware encryption 

and a hard and fast of cell tool management 

APIs. Apple’s App Store attracts grievance 

from advocates of open structures for being a 
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closed system. But the closed nature of the 

App Store clearly minimizes the security risk 

panorama. If a malicious utility does slip 

through the cracks, Apple can quickly dispose 

of it from the App Store. In a worst case 

scenario, establishments can use a "kill switch" 

to do away with such malware from stop-

person devices. However, the popularity of the 

iPhone does make it a juicy goal for hackers 

and raises its danger profile. Hackers are often 

successful at “jail breaking” or unlocking iOS 

gadgets to 0.33-party packages, which is a cell 

device security risk that vector mobility 

managers have to plan against. 

 

3.3.1 I Phone Security Features 

 

Touch ID  

Touch ID is the fingerprint sensing system that 

makes secure access to the device faster and 

easier. This technology reads fingerprint data 

from any angle and learns more about a user’s 

fingerprint over time, with the sensor 

continuing to expand the fingerprint map as 

additional overlapping nodes are identified 

with each use. Touch ID makes using a longer, 

more complex passcode far more practical 

because users won’t have to enter it as 

frequently. Touch ID also overcomes the 

inconvenience of a passcode-based lock, not by 

replacing it but by securely providing access to 

the device within thoughtful boundaries and 

time constraints. 

 

Data Protection   

Apple uses a technology called Data Protection 

to further protect data stored in flash memory 

on the device. Data Protection allows the 

device to respond to common events such as 

incoming phone calls, but also enables a high 

level of encryption for user data. Key system 

apps, such as Messages, Mail, Calendar, 

Contacts, Photos, values use Data Protection 

by default, and third-party apps installed on 

iOS 7 or later receive this protection 

automatically. It is implemented by 

constructing and managing a hierarchy of keys, 

and builds on the hardware encryption 

technologies built into each iOS device.  

 

3.4 Symbian 

Nokia’s Symbian working machine comes in 

second in terms of protection. As a platform 

reason-constructed for the employer, Nokia 

designed Symbian with safety in thoughts and 

has evolved an environment of management 

equipment round it. Although researchers 

located couple of vulnerabilities within the 

working machine, typical safety worries are 

low with Symbian. 

3.4.1 Symbian Security Features 
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Security in Symbian OS categorized in: 

1) Device security mechanisms: Where it 

concerns the protection of the device itself. 

2) Application security: First lines of attack 

and for some apps it grants them access to 

major files. 

3) Communications security: Since it is a 

mobile device, different kinds of connectivity 

issues might be involved.  

4) Platform security: An architecture  which 

provides more  lines of  defending  against 

malicious and bad intended programs 

3.5 WebOS 

HP’s WebOS, which HP obtained with Palm in 

August 2010, replaced the venerable PalmOS 

with a sparkling consumer interface and local 

synchronization abilities. Like Windows Phone 

7, WebOS lacks each management equipment 

and marketplace proportion, However, the low 

market proportion keeps the hackers away too. 

3.5.1 WebOS Security Features 

The WebOS platform offers a variety of ways 

to access and transmit data, including cellular 

data networks, Wi-Fi, and Bluetooth wireless 

technology. The platform implements security 

procedures such as authentication and data 

encryption to enable users to access company 

networks without the anxiety of security risks. 

Some features include : 

 WIFI 

 Bluetooth 

 Digital Certificates 

 Email 

 Browser 

Finally, each mobile device manufacturer has 

manipulate over whilst it updates or 

enhancements the model of Android utilized by 

its devices. Combined with the certification 

checking out that the wireless vendors demand 

earlier than a producer can push an update out, 

a great amount of fragmentation can arise in 

the marketplace; enterprise mobility managers 

should discover themselves managing half 

dozen extraordinary versions of Android, every 

with its very own set of organization 

management capabilities and functionality. 

4. CHALLENEGES IN MOBILE 

SECURITY 

The challenges associated with mobile 

endpoint protection: 

1. The person’s expectation for full-use 

(commercial enterprise and personal) of 

the device 
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2. The prevalence of compromised 

records devices and programs 

3. The balance among privacy and 

protection 

4. Consumerization of IT: Mobile 

devices are designed, sold and used as 

purchaser devices, while protection and 

manageability grow to be secondary 

worries. 

5. Mobility: Data reaches easily 

throughout multiple relied on and 

untrusted networks exposing the 

devices to excessive risks. 

6. Social networks may be exploited for 

assaults on enterprise infrastructure and 

facts anywhere right away. 

7. Mobile, cloud and virtualization 

technologies connect businesses to the 

sector and transmit facts well beyond 

corporate firewalls. 

5. MAJOR ISSUES IN ANDROID 

1. Fragmentation-Android fragmentation 

refers to a concern over the alarming 

number of different available Android 

OS versions in the market. The main 

issue is potentially reduced 

interoperability between devices of 

applications coded using the Android 

Software Development Kit . 

2. Forked Android - This happens when 

developers take a copy of source 

code from one software package and 

start independent development on it, 

creating a distinct and separate piece of 

software with out prior intimation. 

3. Losing the enterprise battle 

4. Presently there's no Flash plug-in for 

Ice Cream Sandwich 

5. Android Heating issue 

 

6. MORE FEATURES IN FUTURE 

1. Wireless Charging 

2. Button-Free 

3. Qualcomm Snapdragon 835 processor 

4. Faster data connections 

5. Higher-resolution cameras 

 

7. CONCLUSION 

At present, mobile devices are facing several 

security problems and the android mobiles are 

very popular in the society. In this paper, we 

analyzed the android mobile features and their 

security problems and also challenges. We 

studied that while using smart phones, the 

mobile users facing which type of problems 

and also we studied different android 

software’s along with their versions. According 

to this android research paper, we can add the 



 

International Journal of Research 
Special Issue in UGC Approved Journal  

Available at https://edupediapublications.org/journals 

 

e-ISSN: 2348-6848  
p-ISSN: 2348-795X  
Volume 04 Issue 11 

September 2017 

   

Available online:  https://edupediapublications.org/journals/index.php/IJR/  P a g e  | 67   

additional features in future to the android 

mobiles. 
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