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Abstract- Cloud computing offers a flexible and convenient way to share data, which provides
diverse benefits to society and people. But there is a natural resistance for users to directly
outsource shared data to the cloud server because the data often contains valuable information.
Therefore, it is necessary to place a cryptographically improved access control in the shared data.
Identity-based encryption is a promising cryptographic primitive for building a convenient data
exchange system. However, access control is not static. That is, when the authorization of certain
users has expired, there must be a mechanism that can eliminate it from the system.

Therefore, the revoked user can not access the shared data previously and subsequently. To this
end, we propose a concept called encryption based on the revocable storage identity (RS-IBE),
which can provide forward / backward security of the encrypted text by simultaneously
presenting the user's revocation and update characteristics. encrypted day In addition, we present
a concrete RS-IBE construction and test its security in the defined security model. The
performance comparisons indicate that the proposed RS-IBE system has advantages in terms of
functionality and efficiency and that, therefore, it is possible to establish a practical and cost-
effective data exchange system. Finally, we provide the results of the implementation of the

proposed system to demonstrate its viability.
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1 INTRODUCTION

Cloud computing is the use of computing

resources (hardware and software) provided
as a service through a network (usually the
Internet). The name comes from the
common use of a symbol in the form of a

cloud as an abstraction of the complex
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infrastructure contained in the diagrams of
the system. Cloud computing provides
remote services with the data, software and
calculations of a user. Cloud computing is
made up of hardware and software resources
that are available on the Internet as services

managed by third parties.

T e o mc i W T e B m Fn m W e e

Structure of cloud computing

How Cloud Computing Works?

The goal of cloud computing is to apply
traditional ~ supercomputing or  high-
performance computing power, normally
used by military and research facilities, to
make tens of billions of calculations per
second, in consumer-oriented applications,
such as financial portfolios, to deliver
personalized information, to provide data
storage or to feed large and immersive
computer games.

Cloud computing uses networks of large
groups of servers that generally run low-cost
consumer PC technology with specialized
connections to distribute data processing
tasks through them. This shared |IT
infrastructure contains large groups of

systems that are linked together. Often,

virtualization techniques are used to

maximize the power of cloud computing.

Models of features and services:

The main characteristics of cloud computing
based on the definitions provided by the
National Institute of Standards and
Terminology (NIST) are detailed below:

« Self-service on demand: a consumer can
unilaterally supply computer capabilities,
such as server time and network storage, as
needed automatically without requiring
human interaction with the provider of each
service.

* Broad access to the network: the capacities
are available through the network and

accessed through standard mechanisms that

Available online: https://edupediapublications.org/journals/index.php/lJR/

Page | 685




o ® International Journal of Research
Available at https://edupediapublications.org/journals

e-ISSN: 2348-6848
p-ISSN: 2348-795X

4

promote the use of heterogeneous thin or

thick platforms (for example, mobile
phones, laptops and PDAS).

* Collection of resources: the provider's
computing resources are grouped to serve
multiple consumers using a multi-tenant
model, with different physical and virtual
resources  dynamically assigned and
reassigned according to consumer demand.
There is a sense of place independence,
since the client usually has no control or
knowledge about the exact location of the
provided resources, but can specify the
location at a higher level of abstraction (eg,
country, state or data center). ). Examples of
resources include storage, processing,
memory, network bandwidth, and virtual
machines.

* Rapid elasticity: capabilities can be
provisioned quickly and elastically, in some
cases automatically, to quickly scale and
launch quickly to scale quickly. For the
consumer, the capacities available for
provisioning often seem to be unlimited and
can be purchased in any quantity at any
time.

* Measured service: cloud systems
automatically control and optimize the use
of resources taking advantage of a
measurement capacity at some level of
abstraction appropriate for the type of

service (for example, storage, processing,
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bandwidth and active user accounts) ). The
use of resources can be managed, controlled
and reported, providing transparency for
both the provider and the consumer of the
service used.

Service models:

Cloud Computing comprises three different
service models, namely, Infrastructure as a
service (laaS), Platform as a service (PaaS)
and Software as a service (SaaS). The three
service models or layer are completed with
an end-user layer that encapsulates the
perspective of the end user in cloud services.
The model is shown in the figure below. If a
user in the cloud accesses services in the
infrastructure layer, for example, they can
run their own applications on the resources
of a cloud infrastructure and remain
responsible for the support, maintenance and
security of these applications. If she
accesses a service in the application layer,
these tasks are usually handled by the cloud
service provider.

Benefits of cloud computing:

1. Achieve economies of scale: increase
production volume or productivity with
fewer people. Your cost per unit, project or
product plummets.

2. Reduce spending on technological
infrastructure. Keep easy access to your

information with a minimum initial expense.
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Pay on the fly (weekly, quarterly or annual),
according to the demand.

3. Globalize your workforce at a low price.
People from all over the world can access
the cloud, as long as they have an Internet
connection.

4. Optimize the processes. Do more work in
less time with fewer people.

5. Reduce capital costs. It is not necessary to
spend a lot of money on hardware, software
or license fees.

6. Improves accessibility. You have access
anytime and anywhere, making your life
much easier!

7. Monitor projects more effectively. Stay
within budget

2 Related work

2.1 Revocable identity-based encryption
The concept of identity-based encryption
was introduced by Shamir and conveniently
instantiated by Boneh and Franklin. IBE
eliminates the need to provide public key
infrastructure (PKI). Regardless of the
configuration of IBE or PKI, there must be
an approach to revoke users of the system
when necessary, for example, the authority
of a user expires or the secret key of a user
is revealed. In the traditional PKI
environment, the problem of revocation has
been well studied and several techniques are
widely approved, such as the certificate

revocation list or the validity periods added

to certificates. However, there are only a
few studies on revocation in the EIB
environment. Boneh and Franklin first
proposed a form of natural revocation for
IBE. They added the current period to the
encrypted text and the unrevoked users
received periodic private keys for each
period of the key authority. Unfortunately,
this solution is not scalable because it
requires the key authority to do a linear job
on the number of unrevoked users. In
addition, a secure channel is essential for the
responsible authority and unrevoked users to
pass new passwords. To overcome this
problem, Boldyreva, Goyal and Kumar have
introduced a new approach to achieve
effective revocation. They used a binary tree
to handle the identity so that their RIBE
system reduces the complexity of revoking
the logarithmic key (instead of linear) in the
maximum number of users in the system.
However, this system only provides
selective security. Subsequently, using the
aforementioned revocation technique, Libert
and Vergnaud [have proposed a safe and
adaptable RIBE scheme based on a variant
of the IBE scheme of Water, Chen et al.
builds a RIBE scheme from lattices.
Recently, Seo and Emura proposed an
effective RIBE

Realistic threat-resistant schema called

decryption key exposure, which means that
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decryption key disclosure for the current

time period has no effect on decryption key
security for other periods of time. Inspired
by previous work and, Liang et al
Introduces a re-encrypted proxy based
cloud-based revocable identity that supports
user revocation and encrypted text update.
To reduce the complexity of the revocation,
they used a transmission encryption scheme
[2] to encrypt the encrypted text of the
update key, independent of the users, so that
only unrevoked users can decrypt the update
key. up to date. However, this type of
revocation method can not withstand the
collusion of revoked users and unrevoked
malicious users, since unrevoked malicious
users can share the update key with revoked
users. In addition, to update the encrypted
text, the key authority in your system must
maintain a table for each user to produce the
re-encryption key for each period, which
greatly increases the authority's workload.
key.

3. PRELIMINARIES:

3.1 DECISIONAL BDHE
ASSUMPTION:

The decision problem (-BDHE is
formalized in the following way. Select a
group G 1 with priority p as a function of the
safety parameter A g select a generator Gl

anda,s<-RZPand fi=aig..T provide
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the vector f=(g, gs, f1, .., 0, 0+f2, .., f
2¢) and an element D € G 2 to a
probabilistic polynomial time algorithm
(PPT) ) C, leave 0 to indicate that D = e (gs
ga$1$+ 1), and outputs 1 to indicate that D
is a random element of g 2.

3.2. ALGORITHM KUNODES:

Using this algorithm only in the user
revoked a period of time are they able to
decipher the encrypted text

ENTRY: binary tree revocation list, point
OUTPUT: Subset product smaller nodes
AND BT, so that Y contains an ancestor for
each node that is not revoked before the
period

DO NOT:

1. The owner of the data uploads the file to
the cloud with the validity time

2. The data user accesses the data.

2.1. If the user tries to access the data within
a specific time, he can access the data

2.2. Otherwise, the owner of the data must
update the key.

3. The owner of the data updates the key
used by the user.

4. Next, update the encrypted text. This will
provide both forward and backward security
for data stored in a cloud. DOI: 10.18535 /
ijecs / v6i3.29 Sonia Jenifer
RayenWORKING:
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I3 3> T3S T== TS 1 3IS T3 T 13S
Fio —maser id=E is revolted

By this algorithm ,when we rovoke the leaf 12: Add 6rto Y

node(id3)  their ancestors also  get 13: end if

updated(nod es in green color) and the node 14: end for

which shares the same key of revoked 15:if Y=0 then

nod(nodes in orange color)e also get 16: Add the root node €to Y

updated. 17: end if

Algorithm 1 18: return Y

KUNodes( BT , RL, t) IV CONCLUSIONS

I:X,Y—0 Cloud computing provides great
2:for all (ni,ti)€ RL convenience to people. In particular, it
do coincides perfectly with the greater need to
3:if ti<t share data on the Internet. In this article, to
then create a cost-effective data exchange and
4:Add Path(ni)to X secure cloud computing system, we have
5:end if proposed a concept called RS-OIE, which
6: end for simultaneously supports the revocation of
7: forall 6 € X do identification and update of encrypted text.
8:if 61€ /X then as well as the data shared later. In addition, a
9:Add 61to Y concrete  construction of RS-IBE is
10: end if presented. The proposed RS-OIE scheme
11:if 6 r € /X then has been shown adaptive-safe in the
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standard model, under the assumption of {

DBHE intake. The results of the comparison
show that our system has advantages in
terms of efficiency and functionality, and
therefore more feasible for practical
applications is.
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